E-mail Usage Policy of GCRI
____________________________________________
AIM : Email Account Management and Best Practices for Effective E-mail Usage and
to promote awareness of the benefits of a paperless communication system
VER : Version 1.0
Date : 1st May 2015
Purpose: The purpose of this email policy is to ensure the proper use of GCRI email system
and make users aware of what GCRI deems as acceptable and unacceptable use of its email
system. This policy outlines the minimum requirements for use of email within GCRI
Network. GCRI email account should be used primarily for GCRI Hospital Administrationrelated purposes; personal communication is permitted on a limited basis, but non- GCRI
related commercial uses are prohibited. All GCRI data contained within an email message or
an attachment must be secured according to the Data Protection Standard.
Creation of E-mail Addresses:
IT Department will create one e-mail id for each user, one based on the name /designation For
ids created based on name/designation, it is strongly recommended that One Time password
(OTP) is used for authentication. Account can be created by the IT department by using the
“Delegated Admin Console”
Process of Account Creation:
The user needs to request for an account by filling out the form available on the
www.gcriindia.org website and send it to the IT department. The e-mail account is created
based on the GCRI e-mail addressing policy available at www.gcriindia.org under the caption
“E-mail Policy”.
Data Backup:
The user takes a backup of the e-mail data on a regular basis to ensure timely recovery from a
system failure/crash/loss impacting the service. Each user is responsible for the individual emails stored in their folders. The IT Department will not be responsible for any accidental
deletion of e-mails by the user. E-mails lost as a result of wrong configuration of the local mail
clients (e.g. Outlook/Eudora/Thunderbird, etc) will not be the responsibility of the IT
Department. The IT Dept will not offer a service for restoration of lost data due to an action
committed by the user. In the eventuality of a disaster/calamity, all possible attempts to restore
services and content will be made. However, in circumstances beyond the control of the IT
DEPT., it would not be held responsible for loss of data and services.
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Deactivation of Accounts:
Deactivation or deletion of an account will occur under the following conditions:
1. The officer retires/resigns from Service:
2. Inactive account:
3. Violation of policy:
4. Misuse of account:
Desktop Protection:
Spam filters and anti-virus filters have been configured at the e-mail gateways by the IT DEPT.
These filters are there to protect the e-mail setup from viruses and unsolicited e-mail. Whilst
these filters are constantly updated, the IT DEPT. cannot guarantee that it will provide 100%
protection against all viruses and spam. Users using the desktop/laptop/handheld devices will
ensure that all recommended best practices are followed from time to time.
Recommended Best Practices:
Users are advised to adopt the following best practices for safe usage of e-mail services.
1. All users must check their last login details while accessing their e-mail accounts by using
the application created for this purpose.
2. The user should change passwords on a periodic basis.
3. It is recommended that the users should logout from their mail accounts whenever they
leave the computer unattended for a considerable period of time. The current e-mail
application of the IT DEPT. has an auto-logout feature that is triggered after a pre-defined
period of inactivity.
4. It is strongly recommended that the users use the latest version of their Internet browser for
safe browsing. The “save password” and auto complete features of the browser should be
disabled.
5. Sending an e-mail with an infected attachment is the most common means adopted by a
hacker to send malicious content. Hence, it is mandatory to install and maintain latest
operating system, anti-virus and application patches to prevent infection.
6. All attachments must be scanned with an antivirus program before they are downloaded/
executed, even if such e-mails are received from a familiar source.
7. E-mails identified as Spam are delivered in the “Probably Spam” folder that exists in the
user’s mailbox. Hence it is recommended that the users should check the “Probably Spam”
folder on a daily basis. Attachments should be opened only when the user is sure of the
nature of the e-mail. If any doubt exists, the user should contact the sender to verify the
authenticity of the e-mail and/or the attachment.
8. Using a reasonable amount of GCRI resources for personal emails is acceptable, but nonwork related email will be saved in a separate folder from work related email. Sending
chain letters or joke emails from a GCRI email account is prohibited.

2

9. User should keep the mail box used space within about 50% usage threshold, as ‘mail box
full’ or ‘mailbox all most full’ situation will result in bouncing of the mails, especially
when the incoming mail contains large attachments.
10. Users should configure messaging software (Outlook Express/Netscape messaging client
etc.,) on the computer that they use on permanent basis, so that periodically they can
download the mails in the mailbox on to their computer thereby releasing the disk space on
the server. It is user’s responsibility to keep a backup of the incoming and outgoing mails
of their account.
11. User should not share his/her email account with others, as the individual account holder is
personally held accountable, in case of any misuse of that email account.
12. It is ultimately each individual’s responsibility to keep their e-mail account free from
violations of GCRI domain email usage policy.
When using the GCRI‘s electronic mail you should comply with the following guidelines:
DO’s:
1.
2.
3.
4.
5.

Check your electronic mail daily to see if you have any message.
Delete the email trash and sent file regularly.
Include a meaningful subject line in your message.
Delete electronic mail messages when they are no longer required.
Do report anything unusual to your supervisor.

DO NOT:
1. Do not maintain more than one year of email messages within the email application,
archive any necessary messages.
2. Do not send excessively large electronic mail messages or attachments.
3. Do not send unnecessary messages such as festive greetings or other non-work items by
electronic mail, particularly to several people such as forwarding jokes, chain letters,
advertisements, and /or entertainment types of documents.
4. Do not use electronic mail to send or forward material that could be construed as
confidential.
5. Do not forward electronic mail messages sent to you personally to others, particularly
newsgroups or mailing list, without the permission of the IT Department.
Technical Support and User Awareness Training
1. A technical support team, established by the Agency E-mail Account Administrator,
shall be responsible for providing technical support to all authorized users regarding the
use of official e-mail account.
2. The technical support team shall assist the E-mail Account Administrator in carrying
out his or her functions.
3. All Account Holders are required to undergo an Annual User Awareness Training for
the responsible and efficient use of the E-Mail Service. New Account Holders shall
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undergo the User Awareness Training before being granted access to the e-mail facility
as part of their orientation program.
Policy Review and Evaluation
This e-mail policy shall be reviewed and evaluated by the Director Office at least once a year
based on its effectiveness, cost to maintain and impact on technical processes. This e-mail
policy shall be revised as needed based on newly discovered risks, security incidents involving
e-mail or any major changes to the organizational setup or information systems.
E-Mail Service Audit
At least once a year, the GCRI E-Mail Service shall be audited by a certified information
security auditor using applicable, relevant standards.
Please note the following:
All Electronic mail activity is monitored and logged. All electronic mail coming into or
leave the Tribe is scanned for viruses. All the content of electronic mail is scanned for
offensive material.

Approved By:

Dr. R. K. Vyas
Incharge Director
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REQUISITION FORM FOR E-MAIL ACCOUNT
1. Full Name : __________________________________________________________________
2. Designation : ___________________________Paunch Card No: _______________________
3. Dept. /Unit /Room No: __________________________________________________________
4. Office Telephone: ___________________________Mobile No:_________________________
5. Please specify the E-mail Account Name you wish to have:
Option One______________________________@gcriindia.org
Option two ______________________________@gcriindia.org

Declaration:
The above information furnished by me is correct, and I undertake to abide by the rules and regulations
of the Institute for Proper Use of email facility for my academic/Automation/research work purpose.

Date:

Signature of the Applicant

Signature of H.O.D

----------------------------------------------------------------------------------------------------------------------User Counterfoil:
The following email ID is created for
Prof./Dr./Mr./Ms_____________________________on_____________________@gcriindia.org

(Computer Department)

(Hospital Administrator)
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(Incharge Director)

